Privacy Policy

Our Privacy Policy was last updated on May 24, 2022.

The General Authority for State Registration of Mongolia has built and designed the GSign
application as a free application as part of its service to provide the citizens a remote access to
its digital signature provision service which is also provided at no cost.

This Privacy Policy describes policies and procedures on the collection, use and disclosure of
Y our information when You use the Service and tells You about Your privacy rights and how
the law protects You.

By using the Service, then you agree to the collection and use of information in relation to this
policy. The Personal Information that we collect is used for providing and improving the
Service. We will not use or share your information with anyone except as described in this
Privacy Policy.

The terms used in this Privacy Policy have the same meanings as in our Terms and Conditions,
which are accessible at GSign unless otherwise defined in this Privacy Policy.

Interpretation and Definitions
Interpretation

The words of which the initial letter is capitalized have meanings defined under the following
conditions.

The following definitions shall have the same meaning regardless of whether they appear in
singular or in plural.

Definitions

For the purpose of this Privacy Policy

e Service (also referred to as “application” or “app”) means the GSign application and or
the mobile digital signature provision service

e Company (also referred to as either “the Company”, “We”, “Us” or “Our” in this
Policy) refers to [General Authority for State Registration of Mongolia]. The Company
is the Data Controller

e Country refers to Mongolia, which is where the Company resides in.

e Law refers to the Mongolian Law on Protection of Personal Information Law

e Consumer (also referred to as either “Consumer”, “You”, “User”, “Data Subject” or
“You”) refers to the user or the recipient who is accessing the Service who is (1) an
individual with residency in the Country (2) applicable to the Law

e Data Controller refers to the Company as the legal person which alone or jointly with
others determines the

e Device mans any device that can access the Service in our case would be cell phone

e Personal Data is any information that relates to an identified or identifiable individual

Collection and use of Personal Data

For a better experience, while using our Service, we may require you to provide us with certain
personally identifiable information. The information that we request will be retained by us and
used as described in this Policy.

The app uses third-party services that may collect information used to identify you.

Link to the privacy policy of third-party service providers used by the app

* [Google Play Services](https://www.google.com/policies/privacy/)



Log Data

We hereby inform you that when you are using Service, in a case of an error in the app we
collect data and information (through third-party products) on your phone called Log Data.
This Log Data may include information such as your device Internet Protocol (“IP”’) address,
device name, operating system version, the configuration of the app when utilizing our Service,
the time and date of your use of the Service, and other statistics.

Cookies

Cookies are files with a small amount of data that are commonly used as anonymous unique
identifiers. These are sent to your browser from the websites that you visit and are stored on
your device's internal memory.

This Service does not use these “cookies” explicitly. However, the app may use third-party
code and libraries that use “cookies” to collect information and improve their services. You
have the option to either accept or refuse these cookies and know when a cookie is being sent
to your device. If you choose to refuse our cookies, you may not be able to use some portions
of this Service.

Service Providers

We may employ third-party companies and individuals due to the following reasons:
To facilitate our Service;

To provide the Service on our behalf;

To perform Service-related services; or
To assist us in analyzing how our Service is used.

* ® ¥ ¥

We want to inform users of this Service that these third parties have access to their Personal
Information. The reason is to perform the tasks assigned to them on our behalf. However, they
are obligated not to disclose or use the information for any other purpose.

Security

We value your trust in providing us your Personal Information, thus we are striving to use
commercially acceptable means of protecting it. But remember that no method of transmission
over the internet, or method of electronic storage is 100% secure and reliable, and we cannot
guarantee its absolute security.

Links to Other Sites

This Service may contain links to other sites. If you click on a third-party link, you will be
directed to that site. Note that these external sites are not operated by us. Therefore, we strongly
advise you to review the Privacy Policy of these websites. We have no control over and assume
no responsibility for the content, privacy policies, or practices of any third-party sites or
services.

Privacy of Underage Customers
These Services do not address anyone under the age of 16. We do not knowingly collect

personally identifiable information from children under 16 years of age. In the case we discover
that a child under 16 has provided us with personal information, we immediately delete this



from our servers. If you are a parent or guardian and you are aware that your child has provided
us with personal information, please contact us so that we will be able to take the necessary
actions.

Changes to This Privacy Policy

We may update our Privacy Policy from time to time. Thus, you are advised to review this
page periodically for any changes. We will notify you of any changes by posting the new Policy
on this page.

This policy is effective as of 2022-05-01

Contact Us

If you have any questions or suggestions about our Privacy Policy, do not hesitate to contact
us at esign_mongolia@burtgel.gov.mn.



Hyyuaasin 6o110ro

2022 oHbl 5-p capbiH 24-H] UHYYUAIIIB.

VYIIchIH OYPTTAIUAH epeHXUH ra3paac HPTIAR aXUM TapblH YCTUHH TIPUUIIT) YYCTIX
YHUTIUATISr?s  3aifHaac YH? TenOepryidl ammriax OoJOMKHMHT onrox yymaHasc GSign
ANMIMKSHITHUNAT YH TOI0OpTYH mporpamMM O0JToH OyTI3K, 3arBapuiIiCaH.

Owoxyy Hyymnanein OGonjoro Hbp TaHBIT YWITYHIATIAT alUTiax Yea TaHbl MAAIIJUTUUT
LynyyJlax, alMiiiax, 3aapyyiaxTaidi Xos0ormox OOAsoro, KypMbIr Tainbapiax, TaHbI
XYBHHH HYYLBIT XaMraajax 3pX, XyyJib TaHbII X9pX3H XaMraajiar tajgaap TaHd X3JDK erJer.
YHIUuaraar amwuriacHaap Ta 9HOXYY OOAJIOTOTOM XOJOOOTOW MAARIJUIMUT IyTiyyniax,
alIUIIIaXbIT 30BIIOOPY OaiiHa. bumHuil yrmyysacan XyBHIH MIARIIUTUUT YHITIUITI? Y3YYIDX,
caibkpyynaxan amuriaazaar. OHaxyy Hyyiuansia 6oamoros 3aacHaac 6ycajl TOXHOII0IA Oua
TaHbl M3/PIIUIUIT alUIIaxryid 6eree]] XxyBaanuaxryi.

Ouoxyy Hyyunane Gomjioroy; ammuriacad H3p TOMBbEO Hb MaHail HexuenTait mkui
yTrrataii 6ereen »H3xYy Hyyiuiansin Oojuioron eepeep 3aaraaryét 6on GSign-nm xanmax
00JIOMKTOH.

Taitnbap 6a TOTOPXOUIONT
Taiinbap

DXHUW YCTUUT TOMOOpP OMYCOH YIC Hb Japaax HOXIUIeep TOIOPXOMIIOT/ICOH yTrarai
OaifHa.
Japaax TogopXOHUIOATYYZ Hb TaHIl TOOTOOP 3CB3J OJIOH TOOTOOP MIIBPXHUIUIALARX 3CIXIIC YII
XamaapaH WKWl yTraraii OaiiHa.

Tonmopxoinont

OHaxyy Hyyiuansia 6010TbIH 30pHIIr00p

e Yiinuuari (mMeH "mporpaMm" acBan "anmn" rak HIPIOAAT) He GSign mporpaM 3¢Bi
MO0OaiI TOOH TapblH YCTUHIT XaHrax YHITIHIT?3T X3ITH).

e Komnanu (383 6ommorox "Kommanu", "bun", "bua" scean "bugauit" rsk HIpISAIT)
Hb [Monron Yice byprranuitn Epenxuii ["azap]-sir xamn3. Komnanu Hb M3 a3315uitH
XsiHard 1om

e VYJIC I'313T Hb TyC KOMIIAaHUIH OPIIUH cyynar MOHIOJIBIT X3IH).

e XyyJab Monron YiceiH XyBUITH M3 XaMraalax Tyxaill XyyJInH]I XamaapHa

e  Xaparmry (meH "Xaparmara", "Ta", "Xaparmarg", "Orerumita cyobekT" acBan "Ta"
'3 HAPIRAT) Hb (1) Tyc yincaa opIiuH cyyaar XyBb XYH O0JIOX YHITUHITIZHA HIBTIPY
Oy# X3pAIIIard 3CBAJ1 XYIP9H aBardur X3mHd3. XyyJibl XxaMmaapax yic (2).

e  Mbdaa3uuiiH XAHAr4 T373T Hb KOMIAHMWI JaHraapaa 3CBdJ1 OycaArail xamTpaH
TOAOPXOUIIOT XYYJIMWH 3TI33IUNT X3ITH)

e Manail TOXHOII0J]] YIITYHITIIH]] HIBTPIX O0JIOMIKTON TOX0OPOMXK Hb rap yrac Oaix
00J1HO

e  XyBHWIiH M3I33JI3J TOJ3T Hb TOJOPXOWJIOTICOH 3CB3JI TAaHUTJAX OOJIOMKTOW XYBb
XYHT?H XOJIOOOTOM aimBaa M3I93J13J1 IOM

XyBUIH M3I33JUIHIT LYTITyyiax, allluriax
Manaii yiUrduiar»r ammriaxjaaa wiyy CaifH Typuuiara XypuMTIyyJaxXblH TYJI O

TaHBIT TOJAOPXOM XYBUITH MBIIJUTUIT OreXUHUT Maapaax 00JHO. BUIHUN XyCCOH M3IIAIUTHIAT
oun xaaranax 0eree 1 YHIXYY O0JUIOTO/1 3aaCHBI JIaryy almriax O0JHo.



AT Hb TaHBIT TaHuXxaa aluriiacaH M3I[33J'IJ'IPII7H" OyTIIYYJLK 6OJ'IOX rypaBgard TaJbIH
Yﬁﬂ‘lHHr33F amuriiaaar.

ANMIUKENIH aluriagar rypaBaard TajdblH YHIUWITS Y3YY/RIYIUMH HYYIJIAIbIH
0O0TOTHIH X0JI000C
* [Google Play yiuramiraa|( https://www.google.com/policies/privacy/)

bypTranuniin erernen

Tanpir Yimuuiarasr ammriax Oaix yen amm-i ajjaa rapcaH TOXHOJAON Oujl TaHbl
yrcad 133px Log Data HapTai erernesn, M3Ia3uIMHT (TypaBaard TajblH OYTI3I/IIXYYHIIP
JaMKyyJiaH) IyTAyyJagar OONOXBIT OWJI YYI39p MOJRTIK OaiftHa. DHAXYY OypTranuiiH
ererfiei TaHbl TexeepeMkuiH MHTepHIT mportokon (“IP”) xasr, TexeepemkuiH HIP,
YHILUIMIH CUCTEMUIH XyBHIOAp, MaHail Y WTUUITIAT allluriaxX YeUuH MporpaMbiH TOXUPToO,
Y urauiranr amuriacas nar, orHoo 60J10H O0ycaj CTaTUCTHK 33p3T MAJII3JUIUHT aryyspk 60JHO.

Cookies

Cookie Hp HIPryld ©BepMeIl TaHUTY OOJTOH AaIIWTIANar 0ara XAMKIOHUH ereraei

Oyxuii ¢aimyyn 1om. DAraspHdAT TaHBl 30YWIIOT B30 caiiTaac XeTed pyy WITIIK,
TOXOOPOMKUIH T0TOOJ CaHAX OMJ XaAraJlHa.
DHAXYY Yimamir?? Hb 3ar9p "Cookie"-r myyx ammrmagarryit. I'acoH xaamii 4, mporpaM Hb
MDJIPAIRI MyTIAyyJax, YHIIMiIrdr? caibkpyynaxe Tyian "Cookie" ammriagar rypaBaard
TaNbIH KOJ, CaHr amuriax OomHo. Ta sarasp Cookie-r XymmdH aBax 3CBAI TaTraizax
COHTONTTON Oereex TaHbl TexeepeMxk pyy Cookie-r x3333 miarara»k Oaiiraar MdIRX
6o1omxTOol. X9p3B Ta Manail Cookie-r Tarranzaxaap MMAKACIH 00 SHD YIITYWITIOHUAN 3apUM
XACTHHT ammriax 00JIOMKTYH Oaiik Marajaryi om.

Y maunras y3yyiaaran

bun napaax manTraaHsl yamaac rypaBiard 3TrI3AUHH KOMIIAHM, XyBb XYMYYCHHT
QKUWILTYYJK O0JIHO.

* MaHail YHITYHITIIT XOHTOBUIIOX;

* BUaHUI HIPUITH O©MHOOC YHITIUIT? Y3YYIIX;

* YHTIuAras T X0m000TOH YHITIHIATIAT TYHIDTTIX; 3CBII

* MaHail YHITYHITI0T XOPXOH allUriIax Oairaar IUHKIIXA] OUIIH/T TyClIax.

DAr’sp rypaBaard 3TradAyYyd XYBUHH MAIIINIID XaHAAX OOJIOMKTON TIATHHAT OHJ
9HD YHITIHITIHUHN XIPITIIATYId ] MAIRTIIXUNAT Xycd O0aiiHa. [llanTtraan Hb TOIPH/ 6TCOH YYPIT
JAANTaBPEIT OWAHUA OMHOOC TYUIPTIAIX. [9XIP3 TOA MIIRIUIMNT 3aIpyylaxryd, eep
30PWITO0p AIIUTIAXTYH OaifxX YYparTau.

Aroynryii Gaitnan

BunpHa TaHB! XYBHIAH M3JI33JUTHNAT 676X UTTAITUIT YHAJIIAT Ty OUJ] YYHUHT XaMraanax
apUIDKaaHbl XYBBJ XYJII9H 3OBIIOOPOTICOH apra XAIPATCIUUT aIlUTiIaxbll XWYdK OaliHa.
I'3x193 nHTEpHETIIp AAMXKyyIax siMap 4 apra, Haxum xaarajax apra Hb 100% naiiaBapraii,
HaiiBaprTail Oaifmarryit 6ereen Oua TYYHHH YHIMIDXYH arOyiryid OaiambIr OaTanraaxyyink
YaJaxryu r3ATUIT caHaapail.



Bycan caiityyasia x0m1000Cyy I

DOH? YHITIHMIATI Hb Oycall CAalTyyAbIH X0JI000CHT aryyibk 00THO. X9pIB Ta rypaBaard
ATTIDUIH X0JIO00C AP AapBall TyXalH CalT pyy YHIIIYYIIX OOJHO. DIradp TaIHbI
CalTYyABIT OMJ aXWUIYYyJAarTYd TOATUHT aHxaapHa yy. TuHM33C 5ara0p B3O CalTyyAbIH
Hyytnansia 6010ThIT XSTHAXK Y39XHUAT OWUJ| TaH[ 36BIIeX OaitHa. bua rypaBmard 3TrasauiiH
CalT, YWIUMIr9HUN aryyJira, HyyIajablH 00J10ro, Y aKuijiaraai] XsSHaJIT TaBUX IPXTYH
Oeree] xapuyliylara XyJiaddxryil.

Hacan Xypaaryil yWIdinyyJIsr4iuiid Hyy1yiai

Onranp yinmuunras He 16-aac moomn HacHBI XdHA 4 XaHanarryi. bupg 16-aac moomn
HAaCHBI XYYXJYYA93C XyBUHH MAJIIAIUIMUT OJIK aBaxryil. 16-aac 1oom HaCHBI XYYX3/ OUIHT
XYBUIH M3J133J13]1 6TCOH OOJIOXBII OJDK M3JICOH TOXMOJA0J OMJl YYHHUIT cepBeprdcId 1Iyya
ycrragar. X3pa3B Ta 3113T 3X, acpaH Xamraajaard 6eree;| TaHbl XYyX3/1 OUI9H XyBUIHH M31337131
OrCOH ITHUAT MIIAYK Oaiiraa 6011 OMIPHTIH X0JI0OTIOXK IMIaap iaraTaii apra XaMKdd9T aBax
00510MXTOH OOJHO.

HamanT, eepunent opyyiax

bun Hyympanea 6010100 muHIYWDK 001HO. TUHMAAC Ta OalfHTBIH XSTHANT TaBbXK
HOMDJIT, ©OPWIONT OpYyyJNaxbil 3eBiex OaiiHa. bun mmH> bBommoreir sH» XyyacaHn
HUNTIIDCHAZP aJliBaa ©0pWIeNTUIHH Tajlaap TaHA MASTAdX OOJHO.
OHaxYYy 6ommoro Hb 2022 onbl 05 capsid 01-Hu ©1peec 3XJI9H XIPATKUHD

Xon600 Gapux

XopaB TaHn MaHaii HyyipraneiH OOANIOTBIH Tamaap acyyx 3y, caHan OaiBan
esign_mongolia@burtgel.gov.mn xasraap OuIdHTIH X071000 OapuHa yy.



